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What Federal IT Felt Like Last Year
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The Trail Has Become Increasingly Complex to Navigate
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And the Destination 1s Not Yet all that Clear

Lerialsiive Budget Requests
White House Office of American Innovation and IT Spend
Priorities

and American Technology Council
OMB Reorganization Memo and Capital

DATA Act (financial transparency)

Planning & Investment Control (CPIC) FITARA (CIO role)

Process update MEGABYTE (Software)
Cybersecurity Executive Order PMIAA (Project Management)
IT Modernization Plan NDAAT Changes in Roles; New
DepSecDef Cloud Acceleration Memo Procurement Mandates

MGT Act (IT Modernization)
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Yet the Path Forward is Marked 1T and Driven by Technology
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Markers Already Here
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Profound Shifts are Underway

Automation,

Smart Machines

Cloud

Software Shift

Open Source, Falling costs,
Platforms, New Technologies

Buyers building own
Technology Expertise

reduces need for

> AiButts in

threatens business in

> On-Prem Infrastructure

Increases need for

> Upskilling

provide opening for

> New Entrants

allows buyers to

> Become Sellers
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The Agency View of the IT Landscape is Maturing

Investment Basis
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Requiring the
envwonment to

laaS/PaaS/SaaS

(Payroll, Accounting, HR, ERP)

Staff Client Platform BPO  Provider BPaaS
Augmentation (Staff + ITO) Platform BPO



Security and Cloud Remain Top of Mind

Ten Most Common Business Objectives

Rank U.S. Federal (n = 49) Total (n = 2,615)
1 Security, safety and risk 20%  Growth/market share -
5 Technology 14%  Digital business/digital 17%
initiatives/improvements transformation
3 Service 14%  Profit improvement/ 10%
improvements/optimization profitability/asset monetization
4 Operations improvement/ 12% Innovation, R&D, new 10%
efficiency/excellence products/services
5 Cost optimization/ 10% Customer focus 9%
management/reduction
6 Analytics/data/information 10% Corporate/M&A/new 7%
business/consolidation
7 Digital business/digital 8%  Technology initiatives/ 7%
transformation Improvements
8 Innovation, R&D, new Cost optimization/
products/services management/reduction
9 Workforce focus - New customers/retention/sales
10 Governance, compliance, Operations improvement
regulations /efficiency/excellence

Percentage of respondents

Base: All answering, excludes DK, n varies by segment

Showing the 10 most common answers per segment, coded open-text responses

Thinking about your organization as a whole, what would you say are its top business objectives for
the next two year (2017/2018)?

ID: 123456 © 2017 Gartner, Inc.

Most Important Technology That Will Differentiate

Business/AreMost Crucial to Achi
Mission
Rank U.S. Federal (n = 55) Total (n =2, 834)
1 Cloud services/solutions - Bl/analytics 26%
2 Bl/analytics 15% Digitalization/digital marketing 14%
3 Infrastructure/data center 11% Cloud services/solutions 10%
4 Mobility/mobile applications 9% Mobility/mobile applications 6%
5 E;%Nrslzl;i:%ﬁ\é?‘ige and data 7% Internet of things 6%
6 Virtualization 7% gq;it:;%éiltationship 5%
7 Security and risk 5% Artificial intelligence 5%
8 Industry specific solutions - Enterprise resource planning 5%
9 Internet of things - Infrastructure/data center 5%
10 Integration/interoperability - Automation -

Percentage of respondents

Base: All answering, excludes DK, n varies by segment

Showing the 10 most common answers per segment, coded open-text responses

Which technology area do you think is most important to helping your business differentiate and win?/is

most crucial to achieving your organizationds mission?
ID: 123456 © 2017 Gartner, Inc.
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Cybersecurity Remains a Thor n\

A 2015 - Year of the FedHack; 2016- year of the clean-up; 2017- year of the ?

A Central to every IT activity; vastly different approaches across agencies @gi

A Cultural challenges (from checklists to risk-based) Cyﬁgftat

) Finding Because
A

Multibillion dollar cyberspend, but highly fragmented: Our Way = | \WERVITE:
A Audits and compliance

A Intrusion detection, Insider Threat, Continuous Monitoring programs

A Incidental cyber (at cut-rate prices)

Cyber
] Def
A Offense versus defense; CYBERCOM Combatant Command il
A Flow downs to vendors
A Executive orders, legislative efforts, NIST frameworks, GAO reports,
Commissions, breaches still shaping the landscape Cyber Cyber
Intelligence Warfare
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é But 1 s Al so Evolving Rapi dl

From To
A Tools Sol ut aa®m s ; 1
A Labor Hours Automation
A Check lists Risk Based
A Process Outcomes/Behaviors
App White/Black Listing )
Endpoint Protection A Rules-based Attributes-based
. A Defender Facilitator
Network Segmentation
A Perimeter Bug bounties
Firewall/IPS
A Controlling Understanding
Secure Web Gateway } ) )
A Security OF Security IN

Gartner
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The Federal Cloud Inflection Point, lllustrated
| —

Civilian
Rapidly Growing The New Normal:
Adoption:
New Defaults,
Widespread Adoption
_ DoD: 3 years behind
Slow Adoption:
Cloud
Skepticism, Caution, and Demystified,
Discomfort Obstacles Removed A OPM breach post-mortems

A $503M Salesforce BPA; $50M investment fund
A Agile acquisition training, Procurement Innovation Labs
A FedRAMP Tailored

l A Shared Services push
B mmmmmmmmmm

Best Practiceg for Cloud Contracts + FedRAMP FISMA High baseline; first FedRAMP FISMA High authorizations; first DoD
DoD Cloud Cagmputing Strategy Impact Level 5 authorization
GSA Emailaa$ BPA DoD Cloud Computing Security Requirements Guide (SRG). Version 1
Federal Cloud Computing ptrategy FedRAMP draft FISMA High baseline
NIST Cloud Computing Refference Architecture Best Practices Guide for Department of Defense Cloud Mission Owners
FedRAMP Policy Memo GSA Salesforce SaaS BPA
Federal Data Center Consolidation Initiatjve CIGIE Cloud Computing Initiative
GSA laaS BPA GAOQ Cloud Computing Report
Federal ClO's 25-Point Plan — DoD Cloud Way Forward Report

DoD Updated Guidance on the Acquisition and Use of Commercial Cloud Computing Services Gartner;

FedRAMP Forward




The GSA Pendulum Swing

A $33B+ total annual run rate A EIS roll out

A Schedule 70 - $15B annual run rate A Category Management
i New SINs (Health IT, cyber security) A $503M Salesforce BPA
i Fastlane

A 18F Agile BPA

A Technology Transformation Service =>

A DHA cancels $20B DHITS
A OASIS pledges

FAS
i USAF, Army, DoD 4™ Estate ($500M each); _
Navy ($250M) A New cloud vehicle on the way
i DHS ($250M) A MGT Act fund management?

A Alliant 2 $50B RFP

Gartner



M&A Trends are Solidifying

A A Flurry of Recent Activity - Examples

Lockheed Martin IS&GS => Leidos

CSC => CSRA and DXC, then DXC + HPES =>NewCo
Dell + EMC <=> NTT/Dell Services

ASRC + Vistronix

KBR + Wyle + HTSI

CACI + Six3 Systems + L3 NSS

BAH + Aquilent

KEYW + Sotera

ManTech + InfoZen

Accenture: 7 Salesforce-related acquisitions since 2014

A ClientHouse, Cloud Sherpas, CRMWaypoint, Media Hive,
New Energy Group, tquila, Phase One

Macro Trends in The Market

Weapons systems players will retrench to their core

Commoditized services providers will seek ways to
move up the tech value chain

Highly fragmented (e.g. cyber) markets will consolidate
Enterprise-oriented players will look for scale
Mission-oriented players will look for strategic niches

Set-asides and niche mid-tier will try to corner agile
and analytics markets, or develop platinum platform
relationships

Privatization considerations and Digital Ecosystems will
spur P3s and JV creation

Gartner






Welcome to the New 2020 Hybrid Reality

Cloud accelerated by:
A Rehost (laaS)

A Rebuild (PaaS)
A Replace (SaaS)
A Shadow IT

successfactors
BUSINESS EXECUTION SOFTWARE

workday.

Taleo

icroso ® .
alﬁr%sm@ C
P o Hybrid Reality: A mix of
= i e °* cloud-based and on-premises
R, applications
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SDx @ Journey to Programmable Everything

/

.

Software-Defined
Networking

laaS/PaaS

/

-

Software-Defined
Storage

/

-

Software-Defined
Data Center

/

Microservices

OpenStack
Open Source

$

Software-
Defined

Fabric-Based
Computing

Everything

(SDx) A

daptive Security
Architecture

|

Artificial

/1 1\

Containers

Intelligence &
Machine Learning
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Enterprise Analytics Go Mainstream

A Dynamically Adaptive Automation
A Suggested Workflow Optimization
Automation 4 Machine-Generated and -Managed Automation
A Contextualized Delivery of Services Across Devices

. A Behavior Prediction
MaCh|ne Monitoring A Automated Root-Cause Compare

Learrung A Business Opportunity Discovery e.g., loT

Machine A Assisted Collaboration

Data A Intelligent Notification
a A Automated, "Big Data" Knowledge Management

A Intelligent Forecasting
A Automated Business Opportunity Discovery
A Dynamically Adaptive Decision Support



From Call Centers to Engagement Hubs Dynamic,

Multichannel
ANCi ti zen
Engagement
Multichannel Center”
"Contact Center" @ Q,Q
\Voice-Only @@ @ g}@ ] O 0
"Call Center" @@ Q}Q@ m &
eaaa Al e @ 38
e GR¢ G2
1973 2005 2018
Cost Plus Fixed Cloud CRM CCaaS

Fee per call agent Social Media Care
Video

Behavioral Self Service

Analytics
Gartner



And Coming Soon to an Agency Near You

A XaaS

@,
. . . Citizens
A Ag I I e Ad O ptl O n Conversational

Ecosystems ‘; e
Interfaces
A APls

. . API .
Social Media Management Data Sharing Agreements
Citizen Id and Payment Processing
Authentication . ) Services Procurement Services
Citizen Experience Partner Portals
Citizen Advisory Groups Integration InteI | | ence Supply Chain
Accessibility Compliance Web g Open Data Management
- . Interfaces Data Quality
4 Citizen Experience
A Low-code tools

Al (Analytics)

A Open source

Geospatial and Location
lIoT Sensors 10T Device

\ 5

IT Systems -

vice Analytics ERP
. Authentication r‘" Analytics Identity and Access )
loT Analytics L A Engines Management IT Service
Ve . . . loT Gateway loT Security
A Rise of the Digital Platforms an(

CRM Management

BPM

Ecosystems

E-mail

Digital Workplace
Services
Collaboration
Event Stream ."
Processing ( X > ) Case Management
NN
Things

Gartner



A New Arbitrage Game

Labor Arbitrage Automation Arbitrage

Business Strategy

Proof of Concept / Blueprint
Design/Configuration
Deploy/Integrate & Curate

Intelligent
Automation
Services

Cheaper

Industry-specific BPaaS w/ e
Intelligent Automation APl at Platform BPS

FaS t er Horizontal Utility Services Managed Service of Custom
Solution

Faster

Ecosystems o
Applications Management

Infrastructure Operations

Better

Cheaper

Gartner



5 Strategic Must-Dos to Keep Heading True North
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Establish Your Current and ldeal Positioning

Strategic Contribution

Business Partner Trusted Ally
3
8 @
%
2 <~
Service Provider Outsider
3
@ \
5 o 7 )
: 7
@]

Many Knowns

Many Unknowns

Innovation Contribution

BasedonTar get Agencies/ Programs©éo
Personality Profiles

A A trusted ally drives forward progress, shares risk and has
disruptive innovation capabilities to push the envelope.

A Business partners contribute to strategy and innovation
but within the mandate of their contract, with no risk taking.

A The service provider has a low strategic contribution and
disruptive innovation appetite; as it delivers a service to
specification.

A The outsider has low strategic contribution but high
innovation capabilities; often used to start innovation
through pilots or prototypes.

Gartner



2. Mature Your Messaging Beyond Influencers

Stakeholders Representative Titles Key Messaging Strategies

Influencers

Procurers

End Users --
Enterprise

End Users i Agency
Programs

OMB, OFPP, Agency Heads,
COOs, CMOs, CFOs, CTOs

Contracting Officers,
Contracting Specialists,
Acquisition or Policy
analysts

ClIOs, CISOs, CDOs

Program Managers, DoD
PEQOs, Mission or Technical
Directors

A
A
A

A
A
A

Optimal allocation of resources.
Political goodwill.
Societal impact of initiatives

Determine best procurement methods.
Translate requirements to solicitations.

Act as gatekeepers and fairness
advisers.

Define requirements to drive agency-
wide standardization, service delivery,
cost optimization, cyber security and
risk management, or improved data-
based decision making.

Define requirements to improve
program performance.

Thought leadership. Dedication to
government-specific environment and needs.
Positive outcomes of your solutions, with
metrics.

Proactive response to RFIs. Adaptive web
strategies to maximize matching when they
do market research.

Agency-wide impact. ROI. Workforce
engagement ad development. Governance
improvements. Lowered risk profiles.
Streamlined reporting to OMB and oversight
agencies/influencers.

Mission impact, Improvements in Cost,
Schedule, Quality, and Risk Mitigation. Speed
to delivery.

Gartner



3. Focus on Value and Outcomes, not Jargon or Platitudes

A How do you reduce risks?

A How do you drive Operational
Availability? (A,)

A How do you support elastic mission
needs?

A How do you enable transparent
charge buy-backs?

A What is your cycle time to deliver X?
A How will you help upskill John?

Gartner



